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Corporate Legal and Compliance Leaders 
Cybersecurity Survey 2018



Q1 What country do you work in?
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Q2: Which of the following most
closely matches your job? Check one
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Compliance professional

Legal professional

Head of compliance or one level down

Head of legal or one level down
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Q3: How seriously does your executive
team take Cybersecurity?

Q4: How seriously does your general 
employee base take Cybersecurity?
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Q5: Does your company have a comprehensive
and updated incident response plan?
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No

Yes

Comments:
• But it is under preparation
• It is a young company and it is one of the issues that needs to be dealt with.
• I am sure there is, but aside from basic training to staff we are not aware of what this is.
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Q6: What are the two biggest challenges you face 
regarding notices in the event of a breach? Check two.
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Unclear roles in organization regarding decisions on a breach notice

Other (please specify)

Agreeing with management team on the right time to notify

Determining if a notice is legally required
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Q8: Complete the sentence: Dealing with data protection 
authorities in various jurisdictions is best handled by...
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…external counsel.

…the in-house Legal function.

Other:
• Legal works with HR and IT
• although some external counsel role can be played in the event of significant breach
• the Compliance in-charge
• No experience of dealing with data protection authorities, but the company would expect in house Legal function to deal 

with it, with external advice as needed 
• Compliance function
• ... and data protection professionals
• Both!
• depending on the issue either / or (no voting button for "Other")
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Q9: What level of comfort do you have with security of 
company or personal data stored in the "cloud"?
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Low
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Comments:
• Especially if the cloud is very secured and has a good track record/status/rating
• Lack of ability to get behind the marketing spin the understand whether the risks lie and concern that own IT Dept will not 

see the risks, exclusion of liability by providers in T&Cs
• Public cloud-hosted applications are inherently insecure
• More secure than if on a laptop etc.
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Q10: What Cybersecurity standard does your 
organization aim to achieve? Check one
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No clear standard

Gold standard

Industry standard
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Q11: Is your organization's budget for cybersecurity resources 
and budget aligned with your cybersecurity standards?
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No

Yes

Comments:
• Cyber budgets are never enough in any organization at this moment in time. 
• Don't know / not sure
• Forever under resourced, but that is a fact of life.
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Q12: In addition to education and training, do you "monitor" 
employees (to catch mistakes and/or intentional bad acts)?
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Comments

No

Yes

Comments:
• Generally yes but it is not allowed in some countries without informing, therefore employees are 

informed of monitoring, but in others it is allowed.
• We run regular tests 
• Cannot answer / no comment
• Not continuously, and only within the limits permitted by applicable laws
• No, there is lack of bandwidth, my company adopts the reactive posture
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